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Information Security Oversight Office
_Washmgton DC 20405

December 29, 1987

Dear Mr. Donnelly:

A last minute rider to the Continuing Resolution for Fiscal
Year 1988 (Section 630 of Public Law 100-202, copy enclosed),
passed by Congress on December 21, and signed by the President on -
December 22, 1987, places limitations on the implementation and
enforcement of the Standard Form 189, "Classified Information
Nondisclosure Agreement." The Information Security Oversight
Office (ISO0) will seek an Opinion of the Attorney General on the
impact of this legislation on the SF 189 and the SF 189-a,
"Classified Information Nondisclosure Agreement (Industrial/
Commercial/Non-Government)." In the interim, and pending
further instructions, please implement the following actions at
once, including immediate notification to all affected
subordinate activities:

1. Cease any additional implementation of existing editions
of the SF 189 and SF 189-A. That is, do not have any other
personnel execute the August 1983 edition of SF 189, or the
June 1986 edition of SF 189-A. 1ISO0O0 intends to issue as quickly
as possible revised editions of each form. You will be provided
further instructions as they become available.

2. Do not destroy any existing executed copies of SF 189
and SF 189-A. If at all possible, ISOO will seek to maintain
their validity to the extent that they are consistent with the
language of Pub. L. 100—202 and revised editions of the forms.

3. Continue the moratorium on any action agalnst a.cleared

jindlv1dua1 who has refused to execute SF 189 in the past. In all
likelihood, this moratorium will be lifted when new edltlons of

the nondisclosure agreements are available.
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4. Brief clearéd unsigned personnel fully on their
obligations to protect classified information, and on the
sanctions that may result from unauthorized disclosures.

5. Take all appropriate sanctions against personnel who
disclose classified information without authority, whether they
have signed a nondisclosure agreement or not. Consult with
agency counsel, Justice Department counsel, or ISOO concerning
the enforceability of executed nondisclosure agreements in taking
such actions. ‘

Please contact your ISOO liaison or me at FTS 535-7251
(commercial (202) 535-7251), if you have any questions.

Sincerely, .
Steven Garfi;;;zgﬁvJLfof%<il
Director

Mr. William F. Donnelly

Deputy Director for Administration
Central Intelligence Agency
Washington, DC 20505

Enclosure
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®ne Mundredth Congress of the Mniced States of America |

AT THE FIRST SESSION

'

s
Begun and hReld at the City of Waslungton on Tuesday, the sutlz. day of Jonuary,
one thousand nine hundred and eigltyseven /§
a3
:
al Soint Resolotion 3
Bl o W=
} o : \e,
H : . . : \®
: . Making further continuing appropriations for the fiscal year R
i} ' 1988, and for other purposes. 3
{
!
Resolved by the Senate and House of Representatives of’ the 1
United States of America in.Congress assembled, g
AN
’ E#pLOYEE DISCLOSURE AGREEMENTS
T -
’'d A s .
. .20, No funds appropriated in this or any other act (7

for fiscal year 1988 may be used to implement or enforce the
agreements in Standard Forms 189 and 4193 of the Government or

any other nondisclosure policy, form or agreement if such

policy, form.or agreement:

(1) concerns information other than that specifically

marked as classified: or, unmarked but known by the employee to

be classified; or, unclassified but known by the employee to be

in the process of a classification determination;

(2) contains the term ‘classifiable‘;

Ay
i " (3} directly or indirectly obstructs, by requirement of

: prior written authorization, limitation of authorized

disclosure, or otherwise, the right of any individual to

petition or communicate with Members of Congress in a secure

ranner as provided by the rules and procedures of the

¥ congress;

(4) interferes with the right of the Congress to obtain
executive branch information in a secure manner as provided by

the rules and procedures of the Congress:
- ——

(S) imposes any obligations or invokes any remedies

inconsistent with statutory law!

-

Ptovided,_shac nothing in this section shall affect thé

enforcement of those. aspects of such nondisclosure policy, form
or agreement that do not fall within subsectxons (l)~(5)./)< -

sbore— \)Ww Scchon
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